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Things learnt:
Check any previous documentation that is available and see if any of it connects
Think big picture i.e. I would have known that the private network wouldn’t have worked if inside of drawing a diagram of the network I drew a diagram of the whole network
Record documentation in multiple places i.e. in the GitHub repo for Farmbot they had a GitLab repo but it wasn't there and when I asked Vaughn about it, it was "deleted" from a previous group, since the Ops team was helping the Farmbot team we will also record this for our own records

[bookmark: _Toc34912680]Attempt 1 - Creating Private Network 

My initial thought was that I could setup a private network inside the polytech using a raspberry pi to create a wireless access point and hope that would allow the bypassing of the polytech policies.

I used these 2 guides to quickly set it up

https://howtoraspberrypi.com/create-a-wi-fi-hotspot-in-less-than-10-minutes-with-pi-raspberry/
https://github.com/billz/raspap-webgui

I then needed to enable forwarding of packets by uncommenting #net.ipv4.ip_forward=1 in /etc/sysctl.conf this then allowed users to connect to the raspberry pi wireless network and access the internet through it, at this point I believed that this would work to get Farmbot to work.

[bookmark: _Toc34912681]Attempt 2 - VPN

Kane and I attempted to setup a VPN on the gateway device so that it would encrypt the traffic when it sent it out so that it would bypass OP's policies but most of the VPN software we tried was either blocked or didn’t work, I even subscribed to NordVPN and downloaded the Raspbian package for it but it wouldn’t establish a connect to the VPN servers most likely because the packets that were being sent out or received were blocked


[bookmark: _Toc34912682]Attempt 3 - Installing software packages 
At this point I was running out of ideas to do so I decided to download the software that was associated with the ports Farmbot needed this was a huge waste of time as the RabbitMQ-server that was needed on port
5672 also required a erlang dependency but the version that you could get on the raspberry pi was not compatible with the version of RabbitMQ you downloaded so a lot of researching into source lists you could use for apt-get was done but some of the configuration that was needed wouldn’t work with the Raspbian device.

[bookmark: _Toc34912683]Attempt 4 – Tunnelling / Traffic Monitoring

SSHuttle to create a tunnel but what I learnt from Faisal is even if you create a tunnel out how does the traffic get back in without creating a proxy which may have worked but would have required more hardware?
After talking with Faisal and explaining the Farmbot and what I was my Attempt at getting it to work he then drew a diagram which encompassed the whole network and that I should try Wireshark or tcpdump in order to see if the packets were being sent or received in order to determine what is happening. 

From this I then proceeded to use a combination of iptraf, tcpdump and iftop to see what was happening with the network traffic. When looking at iptraf I saw that the traffic was being sent and received for Farmbot https but was only being sent for Farmbot amqp which lead me to google the port for which amqp resided on which is 5672. I then recalled that I saw that number on the network documentation which lead me on the track towards my 5th attempt which turned out to be the one to fix Farmbot

[bookmark: _Toc34912684]Solution - Fixed

After all my previous attempts to get Farmbot running I went back to the FarmBot2020 GitHub repo https://github.com/Lockam1/FarmBot2020 and investigated the network documentation that was from previous semesters.

After looking at WirelessConnection-MAY19.pdf I saw that Rob had requested a key from ITS for the MAC address associated with the Farmbot device and they then mention that it is on the OP-Mobile network, after seeing this I then went over the other files and saw in ConnectionIssues-OCT19.pdf that there was a mention of checking if it will work eduroam network. In the document 2019LAN-WiFi%20connection-Pre-Showcase.pdf they mentioned that they but the MAC address of the Farmbot device on wireless vlan 35 which doesn't have any port restrictions. 

So after reading all this I went to check with Rob if maybe the reason it didn’t work was because the device the students were using was not also in the same network / vlan as the Farmbot device I also asked if the previous Farmbot group had tried this solution which he was unsure of. I also checked in with Vaughn to update him on the plan as well as asked him about if he knew if the previous group had attempted something similar to which he was unsure of (this gave me some hope that it was going to work).

I then proceeded to take myself and Damian over to ITS to get his device placed on vlan 35 in the OP-Mobile network, but Perrin was unavailable so instead I sent an email to him. While I was waiting for a response I flashed the SD with a fresh install of Farmbot and was going to place the key onto the Farmbot device so it would be set to go as soon as we heard back from Perrin with the key for Damian's device, when I was about to set the Wi-Fi to "OP-Mobile" I noticed that it didn’t have a key icon next to it and went to talk to rob about this, I then had the idea of manually setting the network to "OP-Mobile" this then asked me to input the key which I did.

For some reason I then thought maybe 50/50 this might work so I connected my mobile phone to the eduroam network and went to my.farm.bot which then proceeded to work but in order to actually confirm that I could move Farmbot from the app I then had to plug it in with the help of James Wood, we pressed the arrows on the web app and BAM it worked but in order to see if it was actually working and not a fluke we got James to connect to Farmbot on his device and see if he could also operate it which he could.

The answer was in the documentation all along, but it was spread out over different docs we will now condense the solution in order to make future groups life a bit easier.

[bookmark: _Toc34912685]
Farmbot Setup Instructions 
This is for Farmbot on Wi-Fi
Farmbot is to be connected to the OP-Mobile network using the psk of "bpdyHDPnBjWR"
The key used above is specific to the Farmbot MAC address (if you purchase a new pi for Farmbot you will have to request a new key for that pi's MAC address), this key will place the device on vlan 35 of OP-Mobile which gives the device unrestricted port access
The students will then connect their devices to the "eduroam" network using their polytech login -student i.e. pangdw1@op.ac.nz instead of pangdw1@student.op.ac.nz
The password is also the same as their polytech password

From a fresh install you will need to
Part One:
- Connect to the Farmbot Wi-Fi
- Open a browser and enter 192.168.24.1 to connect to Farmbot
- Choose Wi-Fi
- Because for some reason when you see the available networks there will be no key required for the OP-Mobile network you will instead have to. Click on manual input and type in "OP-Mobile"
- You will then be asked to put in a key (use the key listed above in quotes"
- You will then be asked to supply a Farmbot account, whichever account you use in this step will need to be shared with the Farmbot group as they will need to use that account in order to connect
- Farmbot will then proceed to connect to the OP-Mobile network
Part Two:
- The students will then need to connect to the eduroam network on their device
- Once connected you can then enter "my.farm.bot" *you could change the name when you first set the Farmbot up but how many Farmbot will there be at polytech* into your devices web browser to connect to Farmbot
- Once on the Farmbot browser you will need to go to the device tab and change it to the Arduino/RAMPS firmware
One might think because the Farmbot is on OP-Mobile and the device is in eduroam network that they won’t be able to connect but they can *it’s cool when you think about it :)*


[bookmark: _Toc34912686]FARMBOT SETUP – Print Out

1)	Flash a fresh Farmbot OS onto the SD Card
2)	Insert SD Card into Farmbot Device
3)	Power on Farmbot Device
4)	On your mobile/laptop device go to Wi-Fi and select Farmbot
5)	Go to your browser and enter 192.168.24.1
6)	Select Wi-Fi option
7)	Click on manual input and enter “OP-Mobile”
8)	Use the key “bpdyHDPnBjWR”
9)	Enter your Farmbot account
10)	Farmbot will now deactivate its own Wi-Fi and connect to OP-Mobile
11)	Connect to “eduroam” on your mobile/laptop device
12)	Open a browser and go to “my.farm.bot”
13)	Wait for it to sync
14)	Go to device tab and select the Arduino/RAMPS firmware
15)	Wait for it to install may take a minute or two
16)	You’re a go


[bookmark: _Toc34912687]Previous Documentation

Original files can still be found in the github repo but this is more to condense everything into a single document[image: ] [image: ][image: ] [image: ] [image: ] [image: ]
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From: Leearnie Thompson (1000011196)
Sent: Tuesday, 10 April 2018 2:30:43 p.m.
To: Rob Broadley

Subject: AWS Migrations

Hi Rob,

Here is the details about the machines for the migration from AWS.
Server to handle web traffic:

BIT-Gateway-Server IP: 10.25.100.68

Machines that need port 3000(ssh) fowarded :

BIT-Farmbot

BIT-Gitlab-Pages

BIT-IDP-SimplesamIPHP

BIT-Gitlab
OLUSOE1_BIT-Docker-Web-Server_null_EAD0000610

Machine that needs a rename:
OLUSOE1_BIT-Docker-Web-Server_null_EAD0000610 to BIT-Docker-Web-Server

Other Ports:
BIT-Gitlab 22 (git)

Thanks

Leearnie Thompson
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From: Rob Broadley

Sent: Wednesday, 2 May 2018 1:49 pm
To: Perrin McKenzie; Rob Broadley
Subject: Conversation with Perrin McKenzie

Rob Broadley 11:34 AM:

morning. just chasing up about some external ip addresses i put a request in for a couple of weeks ago. o you
have the request? any idea when they will be available?
Perrin McKenzie 11:35 AM:
theres a job for it in my queue, i'll have a look this arve
Rob Broadley 11:35 AM:
cool. thanks.
the group have been given a deadline of friday for the aws services to be shutting down
Perrin McKenzie 11:35 AM:
ahh ok
Perrin McKenzie 2:10 PM:
how come that farmbot server needs direct ssh?
rather than jumping through kate for example
Rob Broadley 2:11 PM:
let me check that
it doesn', that was probably just left in the request by mistake
Perrin McKenzie 2:28 PM:
Gateway: 202.49.5.176
TOT: 202.49.5.177
Bitlab: 202.49.5.178
Rob Broadiey 2:29 PM:
great, thanks )
Rob Broadley 135 PM:
afternoon
so. it turns out i forgot to put reservations on the ip addresses i put into the request you've just closed :doh:
Perrin McKenzie 1:36 PM:
already done
Rob Broadley 136 PM:
excellent. thanks.
Perrin McKenzie 1:37 PM:
so either leave them on dhcp or jsut staic them, will be fine either way
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From: Callum Pickersgill (1000025314)
Sent: Monday, 5 November 2018 4:12 pm
To Rob Broadley

Subject: Farmbot details

Attachments: CapturePNG

1P 10.25.100.67
SSH: 3001
Webpack: 3000
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From: Rob Broadley

Sent: Wednesday, 16 October 2019 442 pm

To: Perrin McKenzie; Rob Broadey

Subject; Conversation with Perrin McKenzie
Rob Broadiey 1:22 pm:

Afternoon. We're having more connection issues with Farmbot. Are there any blocks from the secure wireless
(OPMobile) to any of these sites: openfarm.cc, api github.com, 0.pool.ntp.org. 1 pooLntp.org.

‘my farmbot.io, my.farm bot (TCP port 443 (HTTPS and WSS)) or Heroku (amazon web services)? We
can't get any reliable connection to these sites from the robot unless tethered to  student mobile rather than
the O wireless

Pertin McKenzie 1:23 pm:

student mobile phone?

Rob Broadiey 1:24 pm:

they tested using their own personal mobile and data plan

Pertin McKenzie 1:24 pm:

its just pulling data over https from external sites?

Rob Broadiey 1:25

it should be. i can't see any reason why the sites wouldn't respond, unless maybe they re blacklsted
Pertin McKenzie 1:26 pm:

same blacklist is shared between all network segments
Pertin McKenzie 1:26 pm:

when was the last time they tried?
Rob Broadiey 1:26

Last week, Thurs/Frida
Rob Broadey 1:26 pm:

Friday
Pertin McKenzie 1:29 pm:

only thing i can think of is if the external ip is being rate limited or
similar
Pertin McKenzie 1:30 pm:

if they can access all the sites on edurcam as a student the farnbot op-
nobile has the same level of access
Rob Broadiey 1:32 pm:

OK. Il gt them to check the sites from eduroam. I also get them to check the network settings to make sure
nothing odd has happened (eg  misconfigured DNS server..)
Pertin McKenzie 1:34 pm:

yeah as long as they aren't trying to do local client to client vlan 35
(what student eduroam and byod op-mobile land on) is the most open network
segment in terms of internet facing services
Rob Broadiey 4:14 pm:

‘Aftemoon. Back working on Farmbot and maybe with something that needs to change. Apparently there's an
error on the server saying that the message broker is not responding and to check firewall access for port 5672
(tcp). | don't recall asking for that to be opened, but can | get you to check if it is please.
Pertin McKenzie 4:16 pm:

if they are using the psk that port should be allowed by default
Pertin McKenzie 4:17 pm:

unless it is getting picked up as a blocked app, what ip are they trying to
connect to via that port?
Rob Broadiey 4:27 pm:

Finally found the message broker server detai
Rob Broadiey 4:35 pm:

Also, apparently the Farmbot ntp servers (0.poolntp.org and 1.poolntp.org ) are deprecated and are accessed via
port 123 which is a regular cause of issues for enterprises (sccording to their "for it security pro's” site)

clever-octopus. rmq. cloudangp. com (hosted in AWS)

1
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From: Rob Broadley
Sent: Thursday, 24 October 2019 8:12 am

To: Perrin McKenzie

Subject; RE: Activate network port - CAS-49810-YSPSHT
Thanks.

Cheers,

Rob

From: Perrin McKenzie <Perrin.McKenzie@op.ac.nz>
Sent: Wednesday, 23 October 2019 4:28 pm
To: Rob Broadley <Rob.Broadley@op.ac.nz>
Subject: RE: Activate network port - CAS-49810-YSPSH7

Should be on 35 now

rin Mckentie

From: Rob Broadley <Rob.Broadley@op.ac.nz>
Sent: Wednesday, 23 October 2019 3:55 PM

To: Perrin McKenzie <perrin.McKenzie@op.ac.nz>
Subject: RE: Activate network port - CAS-49810-YSPSH7

MAC for the ethernet is bg:27:eb:

:a6:6b

Cheers,
Rob

From: Perrin McKenzie <Perrin.VicKenzie@op.ac.nz>
Sent: Wednesday, 23 October 2019 3:18 pm

To: Rob Broadley <Rob.Broadley@op.ac.nz>
Subject: RE: Activate network port - CAS-49810-YSPSH7

What is the mac? I'll chuck it on the wireless vian which doesn't have any port restrictions

Perrin Mckanie

From: Rob Broadley <Rob.Broadley@op.ac.nz>
sent: Wednesday, 23 October 2019 3:17 PM

To: Perrin McKenzie <Perrin. McKenzie@op.ac.nz>
Subject: RE: Activate network port - CAS-49810-Y5PSH7

Can  get you to open port 5672 on the LAN? That appears to be stopping Farmbot from working on the LAN

Cheers,
Rob
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From: Perrin McKenzie <Perrin.Vickenzie@op.ac.nz»
sent: Tuesday, 22 October 2019 4:21 pm

To: Rob Broadley <Rob.Broadley@op.ac.nz>

Subject: RE: Activate network port - CAS-49810-YSPSH7

Ohh 50 the device that is normally wireless will be wired for testing?

Perrin Mckansie

From: Rob Broadley <Rob.Broadley@op.ac.nz>
sent: Tuesday, 22 October 2019 4:20 PM

To: Perrin McKenzie <Perrin.Mckenzie @op.ac.nz»
Subject: RE: Activate network port - CAS-49810-YSPSH7

11 be for Farmbot when they get it reassembled (again @), so hopefully briefly on the LAN to sort and configure:
and then onto the wireless network where they can work out what's wrong with the adaptor/connection.

Cheers,
Rob

From: Perrin McKenzie <Perrin.\Vickenzie@op.ac.nz»
sent: Tuesday, 22 October 2019 4:13 pm

To: Rob Broadiey <Rob.Broadley@op.ac.nz>

Subject: RE: Activate network port - CAS-49810-YSPSH7

Will it need to talk to wireless devices?

Perrin Mckansie

From: Rob Broadley <Rob.Broadley@op.ac.nz>
sent: Tuesday, 22 October 2019 4:02 PM

To: errin McKenzie <Perrin.Mckenzie @op.ac.nz»
Subject: RE: Activate network port - CAS-49810-YSPSH7

Hi Perrin,

Port s live and working perfectly. 'm happy to have it on the standard workstation vian for the next few days but
longer term | think tll need to move over to the eduroam or a wireless vian.

Cheers,
Rob

From: Perrin McKenzie <Perrin.Vickenzie@op.ac.nz»
sent: Tuesday, 22 October 2019 3:48 pm

To: Rob Broadley <Rob.Broadley@op.ac.nz>
Subject: Activate network port - CAS-49810-Y5PSH7

Port should now be live, are you able to confirm? Also i this to go on the standard workstation vian?
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